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[bookmark: Lostorstolenproperty]DRS-ASD-OS-9
LOST OR STOLEN PROPERTY
This policy is in accordance with the State Administrative & Accounting Manual, published by the Office of Financial Management (SAAM 30.40.80), and applies to all employees of the Department of Retirement Systems.
1. Employees Are Responsible for All Equipment in Their Immediate Areas
Employees are responsible for immediately reporting lost or stolen state property. 
2. Employees Are Responsible for Completing a Property Disposal Request Form
When state property is determined to be lost or stolen, completion of a Property Disposal Request form is required. 


[bookmark: usingsocialmediaforagencybusiness]DRS-GENL-4
USING SOCIAL MEDIA FOR AGENCY BUSINESS
This policy applies to all Department of Retirement Systems (DRS) Team Members.
DEFINITION 
Social Media is an umbrella term encompassing various activities that integrate technology, social interaction and content creation. There are numerous forms of social media, such as blogs, wikis, photo and video sharing, podcasts, social networking, ideation, bookmarking, discussion boards, gamification, and virtual worlds. Examples of social media include, but are not limited to, Facebook, LinkedIn, Twitter, Blogger, YouTube, Flickr, Delicious, Wikipedia and IdeaScale.
1. The Purpose of Policy is Defined 
Social media tools are a powerful method of communication and are used by millions of individuals and groups to share information and connect with others. DRS will use social media tools and channels when appropriate to enhance communication and engagement with customers, partners, stakeholders, employers, team members and others to support its mission, key goals and core processes. 
This policy describes how the agency will use social media and gives DRS Team Members direction and guidelines for proper use of social media while at work and outside the workplace.
2. Management of DRS Social Media Accounts is Described
The DRS Communications Team, at the direction of the Communications Director or 
designee(s), is responsible for establishing and supervising all social media accounts for the agency. These accounts are considered agency tools. Individual Team Members may not establish a DRS-sponsored social media account without approval from the Communications Director.
The DRS Communications Team, at the direction of the Communications Director or 
designee(s), is responsible for establishing, monitoring and administering policies for appropriate conduct, content, security, and records retention on all social media accounts for the agency. 
The posting and maintenance of content on DRS-sponsored social media accounts is limited to Social Media Representatives designated by the Communications Director. Only Social Media Representatives are permitted to log on and/or contribute content to DRS-sponsored social media accounts. Social media account management shall take place during paid work hours using state equipment. 

3. Team Member Access to Social Media is Defined
DRS Team Members may view (but not log on to) social media for professional use. Professional use is defined as furthering specific job responsibilities or promoting professional development. Reasonable use in this manner is permitted.
If a Team Member requires logon access to a social media site to accomplish a specific task related to agency business, the logon must be pre-approved by his or her Appointing Authority or by the Communications Director. 
DRS Team Members may view the agency’s social media accounts for the purpose of staying informed of DRS external communications. Reasonable use in this manner is permitted.
In accordance with DRS Policies Understanding Ethics in Public Service and Using Electronic Communication Systems, no Team Member may use state resources, including but not limited to work time, computers, and software programs such as Internet and e-mail for the purposes of viewing, logging on or posting to non-work related social media. There is no de minimis personal use of social media allowed.

4.  Team Member Obligations Regarding Personal Use of Social Media Are Outlined 
DRS takes no position on Team Members’ personal use of social media outside the workplace (that is, using their own time and their own resources). It is the agency’s obligation, however, to inform all Team Members of their responsibilities regarding communications involving the agency, its employees and its customers on personal social media sites:
a) Team Members Cannot Represent DRS on Personal Social Media Sites 
No Team Member may, or represent that they do, speak on behalf of the agency on a personal social media site except as authorized by the Communications Director and in the course of their official capacity as a DRS Team Member. Team Members who mention DRS as their employer on a personal media site should identify any views they express as theirs alone and not representative of the views of the agency.
b) Disclosure of Confidential Agency Information Is Prohibited 
A DRS Team Member may not post confidential or private information about the agency, Team Members or DRS customers on any social media site. Team Members should avoid sharing any media which may include confidential or private information (for example, reports on desks or computer screens in the background). The sharing of private or confidential information is subject to disciplinary action up to and including Dismissal.
c) Conduct of Agency Business on Personal Social Media Sites Is Prohibited
Agency business is to be performed during established work hours using agency resources. Team Members must not conduct agency business or discuss work-related issues on personal social media sites.
d) Use of DRS Name, Logo and Media is Strictly Limited
While a Team Member may list DRS as his or her employer on a personal social media site, use of the DRS logo is prohibited. Use of other agency media (for example, photos, images or video) is not appropriate without specific permission from the Communications Director. Use of the agency’s name and/or logo to promote personal causes, outside employment, personal political beliefs, etc., on a social media site is also prohibited.



5. Personal Legal Responsibility is Defined
DRS Team Members should be aware that an individual is legally responsible for anything he or she posts or writes on a personal social media site. A Team Member may be disciplined for commentary, content or images that are defamatory, proprietary, harassing or libelous to the agency or that create a hostile work environment as outlined in DRS Policy Preventing Workplace Harassment. 
DRS Team Members should also be aware that they may be subject to personal legal action if an individual personally views the commentary, content or images as defamatory, harassing or libelous or as creating a hostile work environment.
6. Best Practices Are Recommended
Common sense and sound judgment are usually the best tools in avoiding problems. The following best practices are highly recommended for any DRS Team Member who utilizes social media for personal use:
· Be respectful. Individuals should be thoughtful in personal posts and respectful of how other people in your work and personal life may be affected or viewed by those who read your posts. When disagreeing with others' opinions, keep it appropriate and polite. 
· Honor others’ privacy. If you plan on posting photos you have taken of work-related events and activities, be courteous by checking first with co-workers who are in the picture. Not everyone wants their photo displayed on the Internet. 
· Strive for accuracy. Make sure you have your facts straight before posting. 
· Correct errors quickly. If you make a mistake, admit it. Be upfront and quickly provide the correct information. If appropriate, modify an earlier post to make it clear that you have corrected an error. 
· Be aware of your DRS association. If you identify yourself as a DRS Team Member or have a public facing position for which your DRS association is known to the general public, ensure your profile and related content (even if it is of a personal and not an official nature) is consistent with how you wish to present yourself as a DRS professional, appropriate with the public trust associated with your position. 
· Have no expectation of privacy. It’s social media, after all. Remember that posts in the social media world are or can easily be made available to the public at-large. Keep in mind that what you publish will be widely accessible for some time and, in some cases, indefinitely. 


[bookmark: understandingethicsinpublicservice]DRS-HR-1
UNDERSTANDING ETHICS IN PUBLIC SERVICE
This policy applies to all Department of Retirement Systems (DRS) employees.
DEFINITIONS 
[bookmark: Family_Member]Family member – team member's spouse, registered domestic partner, child, stepchild, foster child, grandchild, parent, grandparent, sibling, aunt, uncle, niece, nephew, cousin, and relatives by marriage or former marriage.
[bookmark: Honorarium]Honorarium – Money or something of economic value that is offered to an employee for providing a speech, appearance, article or other similar item or activity in connection with his or her official duties.
[bookmark: Hosted_Reception]Hosted reception – A social function involving a diverse group of people, some of whom are regulated and/or provide goods and services to the agency and others who are not, that does not involve a sit-down meal.
[bookmark: Household_Members]Household members – Persons who reside in the same home who have reciprocal duties to and do provide financial support for one another. Does not include persons sharing the same house when the living style is that of a dormitory or other type of shared dwelling.
[bookmark: Person]Person – Any individual, partnership, association, corporation, firm, institution or other entity, whether or not operated for profit.
[bookmark: Personal_Benefit_Gain]Personal benefit or gain – The use of a state resource, available to an individual only because he or she is a state employee, to benefit him or her personally or avoid a personal cost or expense. Examples include, but are not limited to:
· Using the state SCAN system to make a personal long-distance call; 
· Using hotel/motel reward points earned during official travel for personal travel (if the employee participated in the selection of the hotel/motel used during official travel); 
· Receiving a government rate for a hotel while not on official business; (unless the rate is offered to all government employees, whether or not they are on official business), 
· Using a state computer to shop online; and/or 
· Using state e-mail to send or receive information regarding personal interests (e.g., home remodel, car repairs, utility issues, etc.). 
[bookmark: Regulatory_Agency]Regulatory agency – Any state board, commission, department or officer authorized by law to conduct adjudicative proceedings, issue permits or licenses, or to control or affect interests of identified persons.
[bookmark: State_Resources]State resources – Includes, but is not limited to: work time, computers, software programs (including e-mail and Internet), SCAN, telephones, employees, copiers, fax machines, office supplies, furniture, postage, vehicles, publications, and facilities.
1. Purpose of Policy Is Defined 
As public employees, all DRS employees are expected to demonstrate the highest standard of fairness, honesty, and compliance with both the spirit and the letter of the law in the performance of their job duties. It is the responsibility of every DRS employee to understand their obligations regarding ethical behavior and to conduct themselves in a fair, impartial, and ethical manner. 
2. Specific Actions Are Restricted 
a) Conflicts of Interest (RCW 42.52.020)
A DRS employee may not use his or her job to gain special privileges, financial benefits or other advantages for themselves, their family members or their friends.
To eliminate even the perception of a conflict of interest, a DRS employee cannot provide service or perform any functions involving changing of data, processing of information, or conducting business transactions for family  members, household members, or individuals with whom he or she has a significant personal relationship.
No DRS employee will perform any transaction involving his or her own personnel information (with the exception of updates allowed through a self-service option available to all state employees), agency record or retirement account, no matter how insignificant the transaction may seem.
b) Use of State Resources for Personal Benefit and/or Gain (RCW 42.52.160)
No employee may use state resources under his or her control, direction, or in his or her official custody for personal benefit or gain. The de minimis standard regarding the use of state resources does not apply when those resources are used to benefit an employee personally or avoid a personal cost or expense.
c) Acceptance of Gifts (RCW 42.52.140)
A DRS employee may not ask for, receive or agree to receive anything of value – either directly or indirectly – for doing his or her job or if it could be perceived to influence or reward his or her vote, judgment, action, or inaction. Additionally, an employee may not accept compensation from or participate in a business relationship with a person or vendor that is regulated by, has a contract with or is seeking to provide goods and services to the agency.
Food and Beverage (EEO Advisory Opinions 96-02 and 96-06)
A DRS employee is free to accept unsolicited token beverage items, such as water, coffee, tea or juice while performing official duties, provided the unsolicited items are generally made available by the business, free of charge, to its own employees, customers, and visitors. 
At no time may a DRS employee accept gifts of food or beverage from persons or vendors who are engaged in regulatory or contractual matters with the agency or are seeking to provide goods and services to the agency.
In certain circumstances, a DRS employee may accept a gift of food and/or beverage. These circumstances are limited to:
· Food and/or beverage received as part of training paid for by the agency; 
· Infrequent offers of food and/or beverage as part of the ordinary course of a meal where attendance is related to the performance of official duties (provided the donor is not engaged in regulatory or contractual matters with the agency); or 
· Food and/or beverage provided as part of a hosted reception. 
d) Acceptance of Honoraria (RCW 42.52.130)
Unless specifically authorized by the Director or designee, an employee cannot accept an honorarium for a speech or article given in connection with his or her official DRS duties.
e) Political Activities (RCW 42.52.180)
No employee may use state resources, either directly or indirectly, for the purpose of assisting a campaign for election of a person to an office, for the promotion of or opposition to a ballot proposition, or to view or discuss his or her own political beliefs. Any employee with the authority to direct, control, or influence the actions of other employees may not knowingly acquiesce to the use of state resources to carry out political activities. 
f) Transactions with the State (RCW 42.52.040)
Except in the course of official duties, a DRS employee may not assist another person, whether compensated or not, in a transaction with the state in which he or she participated. 
No employee, even in his or her official DRS capacity, may participate in a transaction with a person or entity with which he or she is also an employee, member, or in which he or she owns a beneficial interest.
g) Employment After Public Service (RCW 42.52.080)
No former DRS employee may accept an offer of employment or receive compensation from an employer if:
· He or she knows or has reason to believe that the offer was intended, completely or in part, directly or indirectly, to influence the performance of his or her job duties; or 
· The circumstances would lead a reasonable person to believe the offer was made or compensation given for the purpose of influencing the performance or non-performance of his or her job duties during his or her state employment. 
i. One-Year Restriction
A former DRS employee may not accept employment or compensation from an employer within one year of termination of state employment if all three of the following conditions are present:
· The DRS employee, during the two years immediately preceding termination of state employment, negotiated or administered contracts for the state and/or agency with that employer or was in a position to make discretionary decisions regarding the negotiation or administration of such contracts; 
· The contract(s) had a total value in excess of $10,000; and 
· The duties which the former DRS employee would be required to perform for the new employer would include fulfilling or implementing those same contracts.
ii. Two-Year Restriction
For the two-year period following his or her termination of state employment, a former DRS employee cannot have a beneficial interest, either direct or indirect, in a contract which was expressly authorized or funded by specific legislative or executive branch action in which he or she participated.
DRS will not willingly or knowingly do business with a former state employee who is or has been in violation of this policy or if doing so would cause either of the parties to be in violation of Chapter 42.52 RCW.
3. Disclosure of Confidential Information Is Explained 
No DRS employee may disclose confidential information to any person not entitled to or authorized to receive it or for his or her personal benefit or gain or to benefit another person.
An employee may not accept employment or engage in a business or professional activity that he or she reasonably expects would cause him or her to make an unauthorized disclosure of confidential information accessible to him or her due to employment with DRS. 
A DRS employee may not intentionally conceal a record if he or she knew it was required to be released under Chapter 42.52 RCW, had a personal obligation to release it and failed to do so.
4. Issues Are Reported
If an employee becomes aware of a potential violation of any portion of this policy, he or she will promptly report it to his or her immediate supervisor or the Human Resources Manager or designee (see DRS-HR-1.1 Reporting Potential Policy Violations). All reports will be immediately investigated by the Human Resources Manager or designee and findings reported to the Director or designee.
An employee also has the right to file a complaint with the Executive Ethics Board (RCW 42.52.410).



5. Training Will Be Provided
[bookmark: Preventing_workplace_harassment]All new employees will be made aware of this policy during New Employee Orientation. This policy and procedure will be available on the DRS intranet for employees, volunteers, and contractors. It will also be made available to the public upon request.


[bookmark: preventingworkplaceharassment]DRS-HR-2
PREVENTING WORKPLACE HARASSMENT
This policy applies to all Department of Retirement Systems (DRS) team members.
DRS is committed to providing all individuals with a working environment free from harassment, intimidation and discrimination. Harassment is considered misconduct, undermining the integrity of the employment or contract relationship and detrimental to the worker(s) to whom it occurs, debilitating morale, and interfering with the work productivity of its victim(s) and co-worker(s). Harassment of any individual, as defined below, is prohibited and will not be tolerated in the workplace.
1. Workplace Harassment Is Defined 
a) Harassment

Unlawful, unwelcome, or unprofessional conduct toward or about an individual based on their age, color, creed, disability, marital or familial status, national origin, political activity, race, religion, sex, sexual orientation, or genetic information constitutes harassment if it unreasonably interferes with an individual’s work performance or creates an intimidating, hostile or offensive work environment.

b) Sexual Harassment

Behavior that is sexual in nature, which is unwelcome and personally offensive to the recipient of the action. Sexual harassment is defined and prohibited by state and federal anti-discrimination laws where:
· Submission to such conduct is made, either explicitly or implicitly, a term or condition of an individual’s employment; 
· Submission to or rejection of such conduct by an individual is used as the basis for employment decisions affecting such individual (quid pro quo); or 
· Such conduct has the purpose or effect of unreasonably interfering with an individual’s work performance or creating an intimidating, hostile or offensive working environment. 
2. Harassing Behavior Is Prohibited 
Prohibited behavior includes, but is not limited to: 
· Unwelcome touching, including hugs, shoulder rubs, or repeatedly brushing against someone; 
· Blocking or impeding someone’s movement; 
· Dirty jokes, sexually suggestive comments, pictures, cartoons, diagrams or objects, obscene gestures or sexual innuendo; 
· Unwelcome staring, leering, winking or suggestive looks; 
· Excessive unwanted attention, such as flowers, personal letters and notes, or compliments; 
· Unwelcome and repeated requests for sexual favors or social contact, whistling and catcalls; 
· Rumors; and/or 
· Jokes, teasing, name-calling, pranks, or otherwise inappropriate behavior that reflects bias. 
· Individuals who believe they are being subjected to harassing behavior are encouraged to notify the person, either verbally or in writing, that their conduct is unwelcome.
3. Reporting Incidents of Workplace Harassment Is Required 
Any individual who observes, becomes aware of, or who has been or is being subjected to workplace harassment must promptly report the behavior to their supervisor or the Human Resources Manager or designee immediately.
Individuals who believe they have been or are being subjected to harassment in the workplace also have the right to file a complaint with the Washington State Human Rights Commission or the federal Equal Employment Opportunity Commission.
4. Supervisors’ Responsibilities Are Defined 
Every supervisor must take reasonable steps to prevent harassment from occurring in the workplace. This includes, but is not limited to:
· Promoting and encouraging a working environment that is free from harassment and discrimination; 
· Modeling the behavior expected of staff; 
· Ensuring his or her staff are aware of this policy and the procedure for reporting allegations of workplace harassment; and 
· Take prompt action to stop inappropriate behavior. 

Should a supervisor become aware of alleged workplace harassment, he or she must promptly notify the Human Resources Manager/designee.
5. Investigations Are Conducted by the Human Resources Manager and/or Designee 
All reports of workplace harassment will be promptly investigated by the Human Resources Manager and/or designee. Prompt, remedial action will be taken to address unlawful behavior.
Investigative procedures may vary depending on the nature and extent of the reported behavior and the context in which the alleged behavior occurred.
6. Employees Will Cooperate in All Phases of the Investigative Process 
In order to properly investigate a complaint of workplace harassment, DRS employees will cooperate with the Human Resources Manager and/or designee in all phases of the investigative process.
7. Confidentiality Is Maintained to the Fullest Extent Possible 
Although a guarantee of confidentiality or anonymity cannot be made, discretion will be exercised in all aspects of the reporting and investigative process. Information about the complainant and respondent and the incidents giving rise to the complaint will be revealed only as investigatory and disciplinary processes require.
8. Retaliation Against Individuals for Reporting Workplace Harassment Is Prohibited 
No individual will be discriminated or retaliated against for reporting workplace harassment or for providing information as part of an investigative process. The agency will take prompt, appropriate corrective or disciplinary action for acts of retaliation.
9. Awareness Training Is Required 
All new employees will be made aware of this policy and the procedure for reporting allegations of workplace harassment during New Employee Orientation. Contractors and volunteers with DRS will be made aware of the policy and the requirement for compliance. This policy and procedure will be available on the DRS intranet and will also be made available to the public upon request.
DRS will provide training for all employees on workplace harassment awareness and prevention. New employees will complete training within the first six months of employment. Refresher training for staff and supervisors will be provided in accordance with state requirements.


[bookmark: reportingimpropergovernmentalaction]DRS-HR-3
REPORTING IMPROPER GOVERNMENTAL 
ACTION (WHISTLEBLOWER)
This policy applies to all Department of Retirement Systems (DRS) employees. 
DEFINITIONS 
Good faith – A state government employee providing the information or report of improper governmental action has a reasonable basis in fact for reporting and providing the information, is not knowingly reporting malicious, false or frivolous information, is not providing information with a reckless disregard for the truth, is not knowingly omitting relevant information, and is acting in good faith.
Gross mismanagement – The exercise of management responsibilities in a manner grossly deviating from the standard of care or competence that a reasonable person would observe in the same situation.
Gross waste of funds – To spend, use funds, or to allow funds to be used without valuable result in a manner grossly deviating from the standard of care or competence that a reasonable person would observe in the same situation.
Improper governmental action – Any action by a state government employee undertaken in the performance of his or her official duties which:
1. Is a gross waste of public funds or resources; 
2. Is in violation of federal or state law or rule, if the violation is not merely technical or of a minimum nature; 
3. Is of substantial and specific danger to the public health or safety; 
4. Is gross mismanagement; or 
5. Prevents the dissemination of scientific opinion or alters technical findings without scientifically valid justification, unless state law or a common law privilege prohibits disclosure. 
Improper governmental action does not include personnel actions for which other remedies exist, any action which may be taken under chapter 41.06 RCW, or other disciplinary action except as provided in chapter 42.40.030 RCW.
Use of official authority or influence – Includes threatening, taking, directing others to take, recommending, processing or approving any personnel action such as an appointment, promotion, transfer, assignment (including but not limited to duties and office location), reassignment, reinstatement, restoration, reemployment, performance evaluation, determining any material changes in pay, provision of training or benefits, tolerance of a hostile work environment, or any adverse action under chapter 41.06 RCW, or other disciplinary action.
Public official – The attorney general’s designee or designees; the director of DRS; the DRS human resources manager; or the executive ethics board.



Whistleblower – A state government employee who:
1. In good faith, reports an allegation of improper governmental action to the auditor or other public official, initiating an investigation; or 
2. Is perceived by the employer, whether they did or did not, as reporting alleged improper governmental action to the auditor or other public official or providing information in connection with an investigation; or 
3. In good faith identifies rules warranting review or provides information to the rules review committee, or is perceived to have done so but has not. 
1. Allegations of Improper Governmental Action Are Reported 
Any state government employee may report an assertion of improper governmental action through the Whistleblower Program or to a public official. The written report must be received within one year of the occurrence of the asserted action. A public official receiving an assertion of improper governmental action must report it to the State Auditor’s Office within 15 calendar days of receipt.
The written report should include:
· A detailed description of the improper governmental action(s); 
· The name(s) of the employee(s) involved; 
· The agency, division, date and location where the action(s) occurred; 
· If known, the specific law or regulation that has been violated; 
· Any other details, such as witnesses, documents and evidence, to assist the State Auditor in conducting an investigation; and 
· The whistleblower’s name, home address, and phone number (optional). 
State law requires the identity or identifying characteristics of the whistleblower be kept confidential at all times, unless the person consents to disclosure by written waiver or by acknowledging his or her identity as a witness who provides information in an investigation. 
2. State Auditor's Office Determines Scope of Investigation 
3. Workplace Reprisal or Retaliatory Action Is Prohibited 
Workplace reprisal or retaliatory action against an employee who, in good faith, reports or provides information during an investigation into an allegation of an improper governmental action is strictly prohibited.
No employee may use his or her official authority or influence to intimidate, threaten, coerce, command or influence the right of an individual to disclose allegations of an improper governmental action to the State Auditor.
4. Summary of Whistleblower Act Is Provided to Staff 
Human Resources will provide every new DRS employee that is first entering public employment with a written summary of the Whistleblower Act and a copy of this policy. Notification of the procedures and protections of the Whistleblower Act will be provided to all DRS employees on an annual basis. 

[bookmark: maintaininganalcoholanddrugfreeworkplace]DRS-HR-4
MAINTAINING AN ALCOHOL AND DRUG-FREE WORKPLACE
This policy applies to all Department of Retirement Systems (DRS) team members.
DEFINITIONS
Alcohol - Any beverage or substance as defined in RCW 66.04

Drugs - All controlled substances that are illegal under either state or federal law, as well as unlawful use of prescription medications (see RCW 69.41, RCW 69.50 and RCW 69.51A).

Prescription Medications - Any drug required by state law or regulation of the State Board of Pharmacy to be dispensed only by prescription or restricted to use by practitioners as defined in RCW 69.41.

1. DRS is Committed to Maintaining an Alcohol and Drug-Free Workplace 
DRS is committed to providing team members with a safe and healthful work environment free from the presence, use and effects of alcohol and other drugs. DRS will not tolerate the unlawful use, possession, solicitation, purchase, delivery, dispensing, distribution, manufacture or sale of drugs or alcohol in state vehicles, on agency premises or while on official DRS business. 
2. Employees Must Be Fit for Duty 
All team members are required to report for work in a condition fit to perform their duties, unimpaired by alcohol and/or drugs. During working hours, team members shall not use, consume or be under the influence of alcohol and/or drugs that may impair their job performance.
A team leader who believes a team member is impaired by drugs and/or alcohol or has engaged in prohibited activities must immediately relieve the team member of his or her job duties and notify the Human Resources Manager and the appropriate chain-of-command. Any team member who has reason to believe another team member is impaired by drugs and/or alcohol or has engaged in prohibited activities on the job must notify his or her team leader or the Human Resources Manager immediately.
3. Use of Medication May Require Team Leader Notification 
Any team member taking physician-prescribed or over-the-counter medication that has a likelihood of affecting job safety or performance must notify his or her team leader that he or she is taking a medication and of its possible side effects.
4. Referral to Employee Assistance Program May Be Offered 
Except in the case of drug delivery, solicitation or sale, a team member with a drug and/or alcohol problem will be referred to the Employee Assistance Program (EAP). A referral to the EAP will not impede the agency’s ability to take appropriate action against a team member who violates this policy. 

[bookmark: maintainingasmkokefreeenvironment]DRS-HR-6
MAINTAINING A SMOKE-FREE ENVIRONMENT
This policy applies to all Department of Retirement Systems (DRS) employees. 
DEFINITION 
Smoking – The inhaling, exhaling, burning or carrying of any lighted, smoking equipment, including cigarettes, cigars or pipes. 
1. Smoking Is Prohibited in All DRS Facilities 
There is no smoking in any building owned, leased, rented or controlled by DRS. 
2. Smoking Is Prohibited in All State Vehicles 
3. Smoking Is Limited to Established Breaks and Lunch Periods In Designated Outside Areas
Smoking is not allowed in close proximity to any entryway, air intake, or other opening that may allow airflow directly into an office. 
4. Reimbursement May Be Available To DRS Employees Who Participate In A Smoking Cessation Program
 A DRS employee may receive reimbursement of up to $75 for costs associated with participation in a smoking cessation program. Reimbursement is limited to a one-time basis per employee. Proof of attendance or participation must be provided to receive reimbursement. Reimbursement is not available for persons working under a personal or purchased services contract or persons performing volunteer work for DRS.


[bookmark: controllingkeysatpointplazaandlambskin]DRS-HR-OS-1
CONTROLLING IDENTIFICATION/ACCESS CARDS AND KEYS FOR DRS FACILITIES
This policy applies to the issuance and control of identification (ID)/access cards and building keys for team members and other individuals that require access to Department of Retirement Systems’ (DRS) buildings and facilities policy applies to all DRS employees who work in the Point Plaza and Lambskin buildings receiving exterior and interior door keys and card keys. 
DEFINITION 
Team Member – an individual who is employed by DRS in a permanent, non-permanent or project position.
This definition does not include individuals who are contracted to perform work for the agency, temporary contract workers, volunteers or guests.
1. Purpose of the Policy is Defined
Safety and security is a top priority for the agency. This policy will help ensure that only individuals who have a business-related reason will be granted access to a DRS building or facility beyond the reception area, and that they are appropriately and easily identified by others within the building.
2. Need for ID/Access Cards and Building Keys Will Be Determined
All team members will be provided a photo ID card that allows them standard building access during the hours of 6:00 AM to 6:00 PM. Team members whose job duties require access to the building outside of these core hours will be provided additional access with appointing authority approval. Access to non-standard areas (e.g., server room, tech support room, cash room, etc.) must be approved by the appropriate appointing authority. Building door keys will be assigned to: 1) team members who are assigned an office; 2) administrative assistants supporting appointing authorities; 3) Central Reception Unit (CRU); and 4) Office Services team members.
Contractors, contract workers, vendors, and maintenance professionals (e.g., heating/cooling system, copy machine repair, etc.) will be issued the appropriate building access card for the duration of their work or assignment. Requests for these access cards must be made to the facilities manager, who will issue them to the DRS team leader overseeing the work to be performed. The cards must be collected and returned to the facilities manager upon termination of the work.
Guests of DRS who will be going beyond the reception area will be issued temporary visitor badges by CRU team members after signing in at the reception desk.



3. Issuance of ID/Access Cards and Building Keys Is Closely Controlled
Only the facilities manager or his/her designee will create and issue photo ID cards, building access cards and building door keys. The facilities manager/designee is responsible for ensuring all information regarding issuance of photo ID and access cards and keys and the level of access provided is accurately recorded in the DRS security system and key log. All master and spare building keys will be secured by the facilities manager.
4. ID/Access Cards Must Be Worn By Individuals
All individuals who are issued photo ID or building access cards must wear them in a way that is readily visible to others at all times in a DRS building or facility.
5. Lost or Stolen Keys Must Be Reported Immediately
Any individual who believes their ID/access card and/or building key has been misplaced, lost or stolen must report it immediately to the facilities manager/designee (see DRS-HR-OS-1.2 Reporting Lost, Stolen, or Misplaced ID Cards and Keys).
Because lost or stolen ID/access cards or keys compromises the security and safety of our buildings and result in increased administrative costs, an individual may be charged for replacement costs of lost or stolen cards and keys and, if deemed necessary, costs for changing locks on exterior building doors. 
6. Assigned ID/Access Cards and Building Keys Should Not Be Loaned or Borrowed
An ID/access card or building key must always remain in the possession of the individual to whom it is issued. Assigned ID/access cards and building keys should not be borrowed by or loaned to another individual for their use. 
An individual who has an assigned ID/access card or building key but leaves it at home must request a temporary one-day card from the facilities manager. The facilities manager will follow up with the individual the next business day if the temporary card or key has not been returned.
7. Audit Will Be Performed
The facilities manager/designee will conduct an audit of all issued building keys every even-numbered year by December 31st. A report of keys that are unaccounted for will be forwarded to the HR & Office Services Director for appropriate action


[bookmark: managinganergonomicsprogram]DRS-HR-OS-7
MANAGING AN ERGONOMICS PROGRAM
This policy applies to all Department of Retirement Systems (DRS) employees. 
DEFINITION 
Ergonomics – The science of fitting the work environment to the employee to reduce repetitive motion and other potential injuries in the workplace. 
1. Purpose of Program Is Defined 
Employee health and safety is important to DRS. the ergonomics program is designed to reduce risk factors in the workplace that may result in injury to employees. 
2. Ergonomic Assessments Are Requested Through Supervisor/Manager 
Any DRS employee may request an ergonomic assessment. The request must be made through the immediate supervisor/manager, who will contact Human Resources to schedule an assessment. 
3. Report Will Be Provided 
Upon completion of the assessment, Human Resources will provide a signed report to the immediate supervisor/manager that includes findings and recommendations for improvements, if any. A copy of the report will also be provided to the division's Assistant Director. 

The immediate supervisor/manager is responsible for reviewing the report with the employee, implementing appropriate ergonomic recommendations, if any, and coordinating with Fiscal staff on the purchase of necessary equipment such as footrests, wrist rests, or document holders. All equipment purchase requests will be in accordance with DRS Policy.
4. Medical Documentation May Be Required 
An employee may be required to provide documentation of medical necessity before equipment or furniture is purchased. Requests for standing workstations or ergonomic chairs will require documentation from a licensed health care practitioner certifying the request is due to medical necessity. 
5. Human Resources Will Coordinate Requests Due to Medical Necessity 
Equipment and furniture purchases or workstation adjustments due to documented medical necessity will be coordinated by the Human Resources Office. 



6. Follow-up Will Be Conducted 
Human Resources staff will conduct a follow-up with the employee after ergonomic recommendations have been implemented to evaluate the effectiveness of the changes for the employee. 
7. Human Resources Staff Will Be Trained 
All Human Resources staff involved in ergonomic assessments will receive training from the Department of Labor and Industries or other appropriate vendor. 


[bookmark: preventingviolenceintheworkplace]DRS-HR-S&H-1
PREVENTING VIOLENCE IN THE WORKPLACE
This policy applies to all Department of Retirement Systems (DRS) team members.
DEFINITION 
Dangerous Weapon - Any object in a person's possession apparently capable of producing bodily harm, in a manner, under circumstances, and at a time and place that either manifests an intent to intimidate and/or cause fear to other persons, threatens the life of other persons or warrants alarm for the safety of other persons.
Workplace – State office, facility, work site, vehicle or location where an employee conducts state business.
1. Purpose of Policy is Defined 
DRS is committed to providing a safe working environment that is free from violence, threats and/or intimidation. Violent behavior is unacceptable in the workplace and will not be tolerated.
Violent behavior includes, but is not limited to: 
· Intentional actions that cause physical harm or injury to another person; 
· Written or verbal comments or threats, whether direct or implied, that create a reasonable belief of an intent to inflict physical harm to a person or property; 
· Harassment or the display of violent or threatening behavior that may result in physical or emotional injury; and/or 
· Conduct that arouses fear, hostility, or intimidation. 
DRS is also committed to providing support and assistance for any team member who is or who has a family member who is a victim of domestic violence, sexual assault, or stalking.
2. Incidents of Violent Behavior Must Be Reported 
Any team member who observes or is subjected to violent behavior in the workplace must report the incident to his or her supervisor or the Human Resources Manager/designee immediately.
If a team member has a personal protection order in place against another individual that prohibits contact in the workplace, the employee must inform the Human Resources Manager/designee immediately. The protection order will be managed in a confidential manner and shared only with individuals who have a need to know (e.g., front desk reception, facilities, management).
A team member who is the victim of domestic violence, sexual assault or stalking is strongly encouraged to inform his or her supervisor or the Human Resources Manager/designee so security measures and a safety plan can be put in place. 
3. Reports of Workplace Violence Will be investigated 
All reports of workplace violence will be promptly investigated by the Human Resources Manager/designee. Prompt, remedial action will be taken to address unlawful behavior and/or to remove any threat of immediate danger.
Investigative procedures may vary depending on the nature and extent of the reported behavior and the context in which the alleged behavior occurred.
In order to properly investigate a complaint of workplace violence, DRS employees will cooperate with the Human Resources Manager/designee during all phases of the investigative process. No individual will be discriminated or retaliated against for reporting violent behavior or for providing information as part of an investigative process. The agency will take prompt, appropriate corrective or disciplinary action for acts of retaliation. 
4. Support and Resources Will be Provided 
The Human Resources Office will provide a list of available resources to victims and witnesses of workplace and/or domestic violence. Resources for employees who are perpetrators of domestic violence will also be provided.
DRS will ensure that reasonable efforts will be made, in accordance with applicable rules and statutes, for an employee who is, or who has a family member who is the victim of domestic violence, sexual assault or stalking, to make arrangements for obtaining medical treatment, counseling, legal assistance, to leave the area, or to create a safer situation for themselves and/or their family members. Efforts may include, but are not limited to, adjusting work schedules and/or granting the use of accrued paid leave or leave without pay. Verification may be required to support the use of leave.

5. Firearms Are Not Permitted on Agency Premises 
Individuals are prohibited from carrying and/or possessing firearms or other dangerous weapons in any facility owned or leased by DRS. A facility is defined as the physical building and surrounding grounds, including the designated parking lot. 


[bookmark: usingelectroniccommunicationsystems]DRS-ISD-1
USING ELECTRONIC COMMUNICATION SYSTEMS

This policy applies to all Department of Retirement Systems (DRS) employees.

DRS employees are responsible for using agency electronic communication systems (ECS) resources in an ethical, lawful, responsible and non-discriminatory manner. As set forth in this policy, every DRS employee is responsible for communications generated, responded to, sent or posted under his or her network ID. Employees should have no expectation of privacy in the use of agency ECS.

DEFINITIONS

Agency electronic communication systems (ECS) – ECS include, but are not limited to, any electronic media that is used to generate, transmit, display, reproduce or store communications for business purposes. Such electronic media include, but are not limited to: 
· personal computers; 
· portable laptop computers; 
· software; 
· e-mail systems; 
· telephones; 
· voicemail systems; 
· facsimile (fax) machines; and 
· other electronic message systems which store and transmit communications, including the Internet and related resources. 

[bookmark: De]De minimis use – Five minutes or less and infrequent, not every day.
Internet – Internet means the connection to and use of interconnected networks in the public and private domains to access the World Wide Web, e-mail, file transfer protocols, and other state network resources.

1. Permissible Use Is Outlined

In accordance with WAC 292-110-010, permissible use of ECS is defined as communications that are reasonably related to the conduct of official state business.
Permissible use of ECS is broken into three categories:
· Business; 
· Agency-approved activities; and 
· Authorized, de minimis personal use. 

A DRS employee may make de minimis personal use of ECS resources if the subject matter is not related to activities listed as prohibited in this policy and such use:
· Results in little or no cost to the state; 
· Does not interfere with the performance of official duties; 
· Is brief in duration and frequency; 
· Does not distract from the conduct of state business; and 
· Does not compromise the security of state information or software.


· [bookmark: _GoBack]

2. Prohibited Use Is Outlined 

The use of agency ECS is prohibited:
· For the purpose of conducting outside business, private employment or other activities conducted for private financial gain; 
· To support or promote the interests of or solicit for any outside organization, charity, or group unless provided for by law and authorized by the agency Director or designee; 
· To assist a campaign for election of a person to office or the promotion of or opposition to a ballot proposition; 
· To participate in or assist in an effort to lobby the state legislature or a state agency head; 
· To promote personal political beliefs or religious affiliations; 
· To engage in personal online bill paying activities; or 
· To engage in any conduct that is prohibited by federal or state law or agency policy. 

3. Form Must Be Completed 

Every DRS employee will complete and sign the Use of the DRS Internet Access Acknowledgement form, documenting his or her understanding of appropriate and authorized use of agency ECS as described in this policy. The supervisor will ensure the policy has been reviewed with the employee and all questions have been answered satisfactorily.

4. Employees Responsible to Maintain Security  

DRS will attempt to provide ECS that are secure for business purposes.  However, all users should be aware that ECS are vulnerable to interception and to security violations.  In an attempt to maintain security of data created, received, stored, etc., on ECS, all DRS employees are responsible to:

· Establish and protect confidential passwords and/or access codes that are used to gain access to ECS (e.g., network ID, e-mail, voicemail, screensaver);
· Access only messages intended for their review; and
· Notify the appropriate supervisor if they believe their password or access code has been compromised and immediately change the password/code.

Supervisors are responsible to ensure proper employee use of ECS.  Supervisors may access any communication system used by an employee to carry out business functions and may request a log of activity if necessary. 

5. Take Appropriate Precautions When Using Electronic Communication Systems

Employees need to take appropriate precautions before requesting or transmitting privileged information and messages.  Disclosure of privileged information may occur unintentionally or inadvertently if an unauthorized user gains access to agency ECS.  Disclosure may also occur when messages are forwarded to unauthorized users, directed to the wrong recipient, or printed in a common area where others can read the messages.
Employees should be aware that it is possible for those outside state government to identify them as visitors to an Internet site.  Employees should always exercise conservative judgment in selecting the sites they visit when accessing information on the Internet.
When using Internet services, employees should be aware that certain electronic documents, which potentially include e-mail messages composed or transmitted on the DRS network or the Internet, may constitute public records.  Public records must be retained in accordance with RCW and WAC requirements and may be disclosed to requesters.  

6. Downloading Software or Files via the Internet for Personal Use Is Prohibited 

Downloading of business-related software or files must be arranged through the Help Desk. 

7. Information Is Stored According to Established Standards 

DRS will maintain information stored on ECS in accordance with retention schedules approved by the Office of the Secretary of State and the agency.
The ability to monitor employee use of ECS exists within the agency and at the Department of Information Services. Electronic access to an employee’s e-mail, computer hard drive, network files and/or Internet use may be authorized for Human Resources staff for investigatory purposes, as necessary. Additionally, the Internet is a public communications medium and can be monitored by anyone who chooses to monitor Internet traffic. 
DRS may restrict use of, or limit access to, the Internet using gateways and proxy servers, by group, or on an individual by individual basis.


[bookmark: providinginformationtechnologysecurity]DRS-ISD-3
PROVIDING INFORMATION TECHNOLOGY SECURITY

This policy applies to all users and providers of the Department of Retirement Systems’ (DRS) Information Technology (IT) services.

The purpose of this policy is to protect the confidentiality, integrity, and availability of DRS information technology assets. DRS maintains an IT security program that contains security policies, standards, and documentation to ensure:
· Formal IT risk and security assessments are conducted; gaps are identified; mitigations are implemented, and appropriate levels of protection of IT assets are achieved;
· IT assets are physically secured and inventoried; 
· IT usage is logged and monitored to prevent misuse, unavailability, or loss;
· Access to DRS information and other IT assets is granted by privilege through security controls which are monitored and managed by the Information Services Division (ISD) or a delegate (See definition below);
· Comprehensive security awareness training is conducted annually; 
· Software, applications, and systems are architected, developed, and maintained securely;
· Changes to production IT assets are authorized, planned, documented, and communicated;
· A computer security incident response (CSIR) Plan is maintained and tested annually;
· DRS IT security policies, procedures, and standards are reviewed and maintained.

[bookmark: usingwirelesscommunicationdevicestocondu]DEFINITIONS
Computer Security Incident Response (CSIR) Plan - The planned set of security services performed by a team, in response to a computer security incident. 

Delegate - A qualified, appointed DRS team member (not a contractor or volunteer), or a DRS automated process which may grant access permission to DRS information, services, or data.

Information Technology (IT) Assets - The software, applications, IT infrastructure, data, and communication capabilities which allow the agency to manage, store, develop, and share information in support of the agency’s mission.

1. Authority for IT Security is Established
· The state Office of the Chief Information Officer (OCIO) sets the strategic direction and policy for Washington state agencies, including IT security policy.
· The Technology Services Board (TSB) is responsible for reviewing and approving IT security policy and standards which govern all Washington State agencies.
· The state chief security officer (CSO) is responsible for conducting security design reviews of new or significantly upgraded IT infrastructure.
· DRS executive leadership:
· Establishes the agency security requirements based upon state mandates and agency risk assessment processes.
· Enforces sanctions for unauthorized access and other security violations.
· The ISD assistant director (AD) is responsible for establishing and maintaining the IT Security Program and ensuring it aligns with the State Security Policy No. 141 and Standard 141.10. 
· DRS Human Resources (HR) Office: 
· Performs reference checks and background/criminal checks where appropriate;
· Schedules and monitors security awareness training.

2. IT Security Program is Required
The agency will establish and maintain an IT security program with IT security policies, standards, and documentation in compliance with OCIO Policy No. 141 and OCIO Standard No. 141.10 to ensure IT assets operate in secure business environments.

3. Security Awareness Training Is Provided
Persons with IT security responsibilities that impact the agency’s IT security program shall have those roles and responsibilities documented in their position description (PD). The DRS ISD AD and DRS HR manager will ensure that team leaders review and maintain PDs for these roles and responsibilities.

4. Agency IT Security Standards Framework is Established
DRS will establish IT standards to secure IT assets: 
· Access Control 
· Data Security 
· Network Security
· Physical Security
· Software Security 
5. Agency IT Security Program Requires Assessment, Audit, and Certification of Compliance
The ISD AD will ensure that IT security assessments and audits are performed as required for compliance with the OCIO IT security policy and standards. 
6. Change Requests for Policy and Standards Documents and Exceptions Will be Handled Through the IT Security Program Administrator
Change requests or requests for non-compliance or deviations from IT security policy or standards must be documented and submitted to the IT security program administrator. 
Exceptions for non-compliance to state policy or standards must be authorized by the DRS director and the state chief information officer.
7. Compliance to DRS IT Security Policies and Standards is Required
Non-compliance with this policy may lead to corrective measures such as mandatory retraining, suspension/revocation of access, or other sanctions.


DRS-ISD-ITS-3
USING WIRELESS COMMUNICATION DEVICES TO CONDUCT DRS BUSINESS

This policy applies to all Department of Retirement Systems (DRS) employees.

DEFINITIONS

Appointing Authority – An individual authorized to appoint, transfer, layoff, reduce, dismiss, suspend or demote employees.

Wireless Communication Device (WCD) – a device that transmits voice and/or data via a wireless network or cellular carrier network and supports access to those services necessary to support the documented business need (e.g., hosted Shared Services E-Mail service). Examples of these devices include, but are not limited to, cell phones, smartphones, mobile broadband modems and tablet computers. 

Stipend – for the purpose of this policy, a regular monthly payment to an employee towards defraying the cost of using a personally-owned WCD for business-related purposes.

1. Purpose of Policy Is Defined

DRS may authorize the use of WCDs by employees when the job duties of a position warrant their use. The agency may provide a WCD or pay an employee a stipend for the business use of a personally-owned WCD, based on business-related needs as outlined in this policy.

2. Use of Agency-Owned Or Personal WCD For Business Reasons Must Be Authorized

Justification of business need and authorization by the employee’s appointing authority must be documented for an employee to:
a) Use an agency-owned WCD; or
b) Receive a stipend for business use of a personal WCD
Authorization will be granted on a case-by-case basis. 
An overtime-eligible employee who is authorized to use a WCD for business-related purposes must ensure he or she uses it only during his or her regularly scheduled work hours.

3. Stipend Program is Established

If an employee is authorized to use his or her personal WCD to conduct state business, he or she will receive one of the following stipends:
a) $10.00 per month for use of a voice service only; or
b) $20.00 per month for use of a data service only; or
c) $40.00 per month for use of combination voice and data service

The employee’s appointing authority will determine the appropriate stipend amount based on the authorized use. See the Wireless Communication Stipend Request Form. Only one stipend amount will be paid to an employee regardless of the number of personally-owned WCDs he or she uses to conduct the authorized state business. 
DRS reserves the right to adjust or terminate the stipend program at any time. DRS is not responsible for any costs incurred by the employee for his or her voice and/or data plan as a result of conducting state business.

4. Use of WCDs While Driving Is Strongly Discouraged

For employee safety, any use of a WCD while driving is strongly discouraged. Any employee who uses a WCD for business-related purposes while operating a motor vehicle must do so only in accordance with state law (RCW 46.61.667 and RCW 46.61.668).

5. Privacy Is Not Expected 

Employees using an agency-owned WCD should not have an expectation of privacy in anything they create, store, send or receive via the WCD. All records contained within the WCD; including, but not limited to, phone calls, text messages, e-mails and internet access, are subject to public records request.

As with agency-owned WCDs, employees using a personally-owned WCD to conduct state business should not have an expectation of privacy for such activity on their device.
DRS has the right to monitor any and all aspects of this activity. 


[bookmark: installingregisteringlicensingandmanagin]DRS-ISD-ITS-5
INSTALLING, REGISTERING, LICENSING AND MANAGING SOFTWARE ON AGENCY OWNED COMPUTERS

This policy applies to all Department of Retirement Systems (DRS) employees. It covers software standards, installation and registration on all DRS owned computers, as well as unauthorized duplication of copyrighted materials owned by DRS.
1. ITS Installs or Authorizes Installation of All Software on DRS Computers

Information Technology Services (ITS) staff (and at times additional ISD AD approved IT staff) are responsible for the installation or authorization of all software on DRS computers, including Internet software. This includes compatibility testing, and ensuring compliance with DRS standards, installation, management and the inventory control of that software. Agency staff are prohibited from downloading and/or installing software on DRS agency computers without proper authorization. 
Non-standard software used on DRS equipment is only allowed with executive management approval as necessary to perform the duties as reflected in the position's CQ. To confirm authorization, contact the Help Desk.

Downloading or copying music or music CD's to DRS computers is prohibited.

ITS is responsible for providing secure storage for original vendor software media and maintaining licenses and warranty agreements.

2. All Software Purchased by DRS Is Legally Registered

The ITS unit is responsible for registering all software licenses purchased by DRS for use in a stand-alone or network environment. ITS staff will be responsible for the following:
· Leading and conducting semi-annual reviews of the agency software standards and updating accordingly.
· Ordering all software products to be used in the DRS PC/Network computing environment. 
· Receiving all software products utilized in the DRS PC/Network computing environment.
· Registering, upon receipt, all licenses relating to software products purchased for utilization in the DRS PC/Network computing environment.
· Mailing registrations back to vendor.
· Adding licenses to DRS software database.
· Ensuring security of all original software disks.
· Following General Administration (GA) procedures for proper disposal of software media when obsolete or replaced.
· Conducting semi-annual automatic software inventory audits at the desktop level and balance and reconcile with new purchases and number of licenses. 

3. All Software Licenses Are Registered With Standard Information

The standard information for registering all software licenses includes:
· Company name shall be: State of Washington
· Owner name shall be: DRS 
4. Unauthorized Duplication of Copyright Materials Owned by DRS is Prohibited
DRS specifically prohibit the unauthorized copying of any materials currently owned or leased by DRS, and employees.
When technical staff become aware of unauthorized copies of copyright-protected materials on a DRS-owned computer, they are responsible for notifying the employee's executive manager via memorandum, prior to removal of the software.


[bookmark: reportingequipmentsoftwareandsystemprobl]DRS-ISD-ITS-7
REPORTING EQUIPMENT, SOFTWARE 
AND SYSTEM PROBLEMS

[bookmark: protectingcustomerconfidentiality]This policy applies to all DRS employees using DRS-owned computer and telecommunications equipment, software and systems.

1. Problems Will Be Reported Through The Help Desk

DRS staff are responsible to immediately notify the Help Desk of any problems in using DRS-owned computer and telecommunications equipment, software and systems (See procedures:
· DRS-ISD-ITS-7.1 Notification of Equipment, Hardware, Software or System Problems 
· DRS-ISD-ITS-7.2 Notification of WBET System Problem 
· DRS-ISD-ITS-7.3 Notification of Data Changes) 
The Help Desk staff are responsible to log all reported problems into the Track-It! system. (See policy ISD-6 Tracking and Assigning ISD Work.)

2. Information Technology Services Will Resolve Problems With DRS-Owned Computer and Telecommunications Equipment

Information Technology Services (ITS) staff are responsible for resolving all problems related to DRS-owned computer and telecommunications equipment. (See policy ISD-6 Tracking and Assigning ISD Work and associated procedures.)
Non-ITS staff will not attempt to resolve problems related to DRS-owned computer and telecommunications equipment.




DRS-ISD-ITSEC-3
INFORMATION TECHNOLOGY ACCESS CONTROL

This policy applies to any individual or organization accessing Department of Retirement Systems (DRS) information technology (IT) assets. This includes individuals internal to DRS such as:
· Employees
· Persons working under a personal or purchased services contract (“contractors”)
· Persons performing volunteer work for DRS (“volunteers”)

This also includes individuals or organizations external to DRS such as:
· Employers and their employees
· Other Washington State agencies and their employees
· Members
· Retirees
· Third-Party Record Keepers and their employees
· Requestors of public information

This policy outlines how DRS controls access to its IT assets in accordance with the IT Security Policies and IT Security Standards as set forth by the Washington State Information Services Board (ISB).

DEFINITIONS

Delegate – A qualified, appointed DRS employee (not a contractor or volunteer), or a DRS automated process which may grant permission to access certain DRS information, services, or data.

Information Technology (IT) Asset – The processes, procedures, systems, IT infrastructure, data, and communication capabilities that allow each agency to manage, store, and share information in pursuit of its business mission. This is consistent with the ISB definition of IT asset.

1. Authority for Access Control Security is Established
· The ISB establishes the access control requirements for IT assets within the Washington State Digital Government Framework
· DRS Executive Management establishes access control requirements for DRS IT assets commensurate with the agency’s assessment of risk
· The Information Services Division (ISD) implements and maintains controls to secure access to DRS IT assets according to both ISB and DRS Executive Management requirements 
· ISD may allow security access controls to be managed by a delegate (see DEFINITIONS)

2. Access is Granted by Permission Only

Access to DRS IT assets must be granted by permission through security controls established by ISD. 

3. Unauthorized Access to DRS IT Assets is Prohibited
Unauthorized access to DRS IT assets is prohibited and may result in:
· Mandatory retraining of security requirements and concepts
· Mandatory monitoring of IT resource usage
· Revocation of access permissions
· Disciplinary action, up to and including termination of employment
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